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Abstract 
Current research on youths and self-disclosure falls into 
two seemingly unrelated areas: disclosure management 
by social networking teens and disclosure violation by 
cyberbullies and cyberpredators [29, 15, 28]. One area 

that has not been explored is privacy management in 
the aftermath of victimization. Parents frequently 
respond by restricting victims’ Internet access, which 
may compound youths’ victimization by isolating them 
from positive online relationships. This calls for a new 
response by authorities, parents, and victims that 
reflects the permeable nature of privacy and its 
management, which will better prepare victims for 
reconnecting with members of their social network after 
trust has been violated. 
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Introduction 
Despite warnings from parents and law enforcement, 
youths continue to disclose personal information in the 
process of exploring and exhibiting their evolving 
identities with friends and strangers in their online 
social networks [3]. Unfortunately, such personal 
disclosures can change from socially constructive to 
destructive, from innocent chats to cyberbullying and 

cyberpredation [13, 28, 16]. Arguably, current research 
on youths and self-disclosure falls into two seemingly 
unrelated areas: disclosure management by social 
networking teens and disclosure violation by 
cyberbullies and cyberpredators. 

   
Disclosure management: Youths today are “digital 
natives” [22] who live parallel lives on the Internet and 
in the “real” world [29, 14]. Chiou (2006) found that 
youths were quite willing to self-disclose sexual 
information, regardless of the intimacy of the offline 
relationship they shared. Other studies have shown 

that age, gender, and relationship status are also 
related to the disclosure of highly personal information 
[20, 27]. Youths find their online connections beneficial, 
improving their relationships with friends and affording 
them increased social capital while reducing feelings of 
loneliness [12, 7, 2, 17]. Some youths consider their 
online relationships to be as real as face-to-face 
relationships and frequently befriend strangers [14]. 
Despite their desire to establish and maintain social 
connections, however, youths are relatively adept at 
managing their online privacy, from the various 
strategies they employ with friends and strangers on 

Facebook [8, 24] to guarding their personal information 
when shopping online [29]. 

Disclosure violation: Unfortunately, the personal 
disclosures that enable youths to develop and maintain 
social networks may also be used against them by 
cyberbullies and cyberpredators [11, 15]. According to 
recent online victimization research, approximately 1 in 
7 youth experience a sexual approach or solicitation 
online [19]. Chats between sexual predators and 

victims show that, in addition to prolific grooming 
language and requests for face-to-face meetings, 
sexual offenders seek and exchange personal 
information with their victims in their efforts to assess 
vulnerabilities and boundaries [9, 13, 6]. This 
information includes victims’ hobbies, relationships with 
parents, their names, ages, phone numbers and 
addresses.  

The CDC and other researchers [5, 28] define 
cyberbullying in terms of the power differential between 
bullies and victims and the intensity of the attacks:  

 Flaming – heated argument between victim and 
bully during a brief period of time 

 Harassment – repeatedly sending offensive 
messages to the victim over an extended period of 
time 

 Outing – posting intimate, personal information 
about the victim 

 Impersonation – bully accesses victim’s account 
and posts offensive material as the “victim” 

Cyberbullying statistics provide an interesting mix, with 
one study showing both a decrease in victimization 
from 2009-2010 (from 28.7% to 20.8%) and also an 
increase in offending (from 11.5% to 19%) [10]. 
Ironically, this reported decrease in victimization 
appears to contradict the current uptick in anti-bullying 
legislation. 

Cyberbullies and cyberpredators take advantage of the 

continual “erosion” of privacy by information technology 
[24], with social networking sites demanding the 
forfeiture of youths’ privacy as the price of admission. 
From this perspective, then, the value of privacy is 
perversely diminished with youths lulled into a false 
sense of security in the name of connecting to others. 
To bullies and predators - especially when they are 
former friends of the victim - there is no “minimal” 
disclosure that won’t lead to violation; therefore, even 
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the most discerning online youth may be at risk. 
Privacy management, then, cannot be absolute in social 
networking sites; in fact, it may be impossible. And one 
lapse or failure may be more than a youth can bear. 

Reconnecting Victims  
One area of interactional privacy and electronic 
aggression that has not been explored is youths’ 
experiences in the aftermath of electronic violence. The 

standard response by authorities is to recommend that 
parents restrict or suspend victims’ social networking 
usage [25]. Unfortunately, this may compound 
victimization by isolating youths from positive online 
relationships. Research suggests that these victims 
typically have low self esteem and frequently have 
problematic parental relationships [26, 1, 18], making 
Internet restrictions an additional punishment for 
youths. Ultimately, banning victims from the Internet 
may make victims vulnerable to future victimization 
[23].  
 

This potential cyber-isolation calls for a new response 
by authorities, parents, and victims that reflects the 
permeable nature of privacy and its management, 
which will better prepare victims for reconnecting with 
members of their social network after their trust has 
been violated.   
 
Acknowledgements 
This material is based in part upon work supported by 
the National Science Foundation under Grant No. 
0916152. 
 

References 
[1]  Bernstein, J. Y. and Watson, M. W. (1997). 
“Children who are targest of bullying a victim pattern.” 
Journal of Interpersonal Violence, 12, n. 4, August 
1997, pp. 483-499.  
 
[2]  Burke, M., Marlow, C. & Lento, T., 2010. “Social 
Network Activity and Social Well-Being.” CHI 2010, 
April 10-15, 2010, Atlanta, GA. 

 
[3]  Caplan, S. E. (2002). “Problematic Internet use 
and psychosocial well-being: Development of a theory-
based cognitive-behavioral measurement instrument.” 
Computers in Human Behavior 18, pp. 553-575. 
 
[4]  Chiou, W. (2006). “Adolescents’ sexual self-
disclosure on the Internet: Deindividuation and 

impression management.” Adolescence, Vol. 41, no. 
163, pp.547-561. 
 
[5]  David-Ferdon C., Hertz MF. “Electronic Media and 
Youth Violence: A CDC Issue Brief for Researchers.” 
Atlanta (GA): Centers for Disease Control; 2009.  
 
[6]  Edwards, L., Kontostathis,A., Bayzick, J., 
McGhee,I.,  Leatherman, A., and Moore, K. “Luring 
Language and Virtual Victims: Cyberpredators and 
Luring Communication Theory” International 
Communication Association Annual Conference, 

Singapore, June 22-26, 2010.   
 
[7]  Ellison, N., Steinfield, C., & Lampe, C. 2011. 
“Connection strategies: Social capital implications of 
Facebook-enabled communication Practices.” New 
Media & Society, published online 27 January 2011. 
DOI: 10.1177/1461444810385389. 
 
[8]  Ellison, N., Vitak, J., Steinfield, C., Gray, R., and 
Lampe, C. “Negotiating privacy concerns and social 
capital needs in a social media environment.” In S. 
Trepte and L. Reinecke (Eds.),  (2011. Privacy Online, 

DOI: 10.1007/978-3-642-21521-6_3. 
 
[9]   Harms, C.M. “Information-Seeking Tactics in 
Social Networking Websites: Grooming, Part II. Sex 
Offender Law Report, vol. 8, no. 4 (2007 June-July), 
pp. 49-64. 
 
[10]  Hinduja, S. and Patchkin, J. “Lifetime 
cyberbullying offending rates.” Cyberbullying Research 
Center, 2010. http://www.cyberbullying.us/  



 4 

 
[11]  Kontostathis, A., Edwards, L., Bayzick, J., 
McGhee, I., Leatherman, A., & Moore, K. (2009a). 
“Comparison of Rule-based to Human Analysis of Chat 
Logs.” Unpublished research. 
 
[12]  Lenhart, A., & Madden, M. (2007, January 7). 
Social networking websites and teens: An overview. 

Pew Internet & American Life Project Teens and Parents 
Survey, Oct.-Nov.2006. Retrieved January, 2008 from 
http://www.pewinternet.org/PPF/r/211/report_display. 
 
[13]  Marcum, C. D. (2007). Interpreting the Intentions 
of Internet Predators: An examination of online 
predatory behaviors. Journal of Child Sexual Abuse. 
Vol. 16 (4), pp.99-114 
 
[14]  Mishna, F., McLuckie, A., and Saini, M. (2009). 
“Real world dangers in an online reality: A Qualitative 
Study Examining Online Relationships and Cyber 

Abuse.” Social Work Research, Vol. 33, no. 2, pp.107-
118.   
 
[15]  Mitchell, K., Finkelhor, D., Jones, L., & Wolak, J., 
(2010). “Use of Social Networking Sites in Online Sex 
Crimes Against Minors: An Examination of National 
Incidence and Means of Utilization.” Journal of 
Adolescent Health, In Press. 
 
[16]  Mitchell, K., Wolak, J., and Finkelhor, D. (2007). 
“Youth Internet Users at Risk for the Most Serious 
Online Sexual Solicitations.” American Journal of 

Preventative Medicine 32(6): 532– 537. 
 
[17]  Morahon-Martin, J. (1999). The relationship 
between loneliness and Internet use and abuse. Cyber 
Psychology and Behavior, 2, 431-440. 
 
[18]  Mouttapa, M., Valente, T., Gallaher, P., Rohrbach, 
L.A., and Unger, J. (2004). “Social Network Predictors 
of Bullying and Victimization.” Adolesence, Vol. 39, No. 
154, Summer 2004. 

 
[19]  National Center for Missing & Exploited Children. 
Internet Safety. Retrieved on June 20, 2008: 
http://www.missingkids.com/. 
  
[20]  Nosko, A; Wood, E; Molema, S. All about me: 
Disclosure in online social networking profiles: The case 
of Facebook, Computers in Human Behavior, Volume 

26, Issue 3, May 2010, Pages 406-418, ISSN 0747-
5632, DOI: 10.1016/j.chb.2009.11.012. 
 
[21]  Olson, L.N., Daggs, J.L., Ellevold, B.L., & Rogers 
T.K.K. (2007). Entrapping the Innocent: Toward a 
Theory of Child Sexual Predators’ Luring 
Communication. Communication Theory 17, 231-251. 
 
[22]  Palfrey, J. and Gasser, U. (2008). Born Digital: 
Understanding the First Generation of Digital Natives. 
NY: Basic Books. 
 

[23]  Shaw, L. H. & Gant, L. M. (2002). In defense of 
the Internet: The relationship between Internet 
communication and depression, loneliness, self-esteem, 
and perceived social support. CyberPsychology & 
Behavior, 5(2), 157-171. 
 
[24]  Tufekci, Z. 2008. “Can you see me now? Audience 
and disclosure regulation in online social network sites.” 
Bulletin of Science, Technology & Society, Vol. 28, No. 
1, February 2008, 20-36. 
 
[25]  U.S. Department of Justice Federal Bureau of 

Investigation. (2005). ”A parent’s guide to Internet 
safety.”  http://www.fbi.gov/stats-services/ 
publications/parent-guide/parentsguide.pdf. 
  
[26]  Walrave, M. and Heirman, W. (2010). 
“Cyberbullying” Predicting Victimisation and 
Perpetration.” Presented at ICA, Singapore, June 2010.  
 
 



 5 

[27]  Wan, C., Chung, S., and Chiou, W. (2009). 
“Contingent impression management in sexual 
disclosure by older adolescents corresponding in 
cyberspace: The role of gender dyads.” Social Behavior 
and Personality, 37 (8), pp.1023-1032.  
 
[28]  Willard, N.(2007) Cyberbullying and 
Cyberthreats: Responding to the Challenge of Online 

Social Aggression, Threats, and Distress, Research 
Press. 
 
[29]  Youn, S. (2005). “Teenagers’ perceptions of 
online privacy and coping behaviors: a risk-benefit 
appraisal approach.” Journal of Broadcasting & 
Electronic Media. 49 (1), pp. 86-110. 


