Fault Tolerant Clustering in Dense Wireless Sensor Networks
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Abstract
Wireless Sensor Networks are an important focus
of research in distributed computing due to their many
envisioned applications. Self-organizing these networks
using clustering algorithms has been studied extensively
in the literature as a means to conserve energy in sensor nodes. In clustering, the network organizes around
a small set of cluster-heads which then gather data from
their local cluster, aggregate this data and transmit it
to the base station. In this paper we present a model
for adding fault-tolerance to clustering algorithms in
dense sensor networks. Since sensor nodes are often
deployed in harsh environments, they are prone to failure. Cluster-head failure can leave a cluster disconnected from the base station until the network reorganizes again. We use the density of the network to improve the lifetime of the network by about 80% while
allowing for recovery from the failure of a cluster head.
This comes at the cost of a slightly increased number
of clusters.
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Introduction

Wireless Sensor Networks (WSNs) have attracted
a lot of research interest due to their applicability in
security, monitoring, disaster relief and environmental
applications. WSNs consist of a number of low-cost
sensors scattered in a geographical area of interest and
connected by a wireless RF interface. Sensors gather
information about the monitored area and send this
information to an external node known as the base
station. The radio on board these sensor nodes has
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a limited range and allows the node to transmit over
short distances. In most deployment scenarios, it is
extremely expensive for each node to communicate directly to the sink and hence, the model of communication is to transmit over short distances to other peers.
In order to keep their cost low, sensors are equipped
with limited energy and computational resources. The
energy supply is typically in the form of a battery and
once the battery is exhausted, the sensor is considered
to be dead. Sensor nodes are also limited in terms of
memory and processing capabilities. Hence, harnessing
the potential of these networks involves tackling a myriad of different issues from algorithms for network operation, programming models, architecture and hardware to more traditional networking issues. For a more
detailed survey on the various computational research
aspects of Wireless Sensor Networks, see the survey
papers [2, 4, 12, 19, 18].
In this paper we focus on the problem of selforganizing these networks into clusters [1]. The use of
clustering based protocols is important in WSNs since
clustering allows the sensor nodes to reduce their energy consumption significantly. Nodes organize themselves into local clusters with each cluster having one
node designated as the cluster-head. Nodes then communicate to their local cluster-head which in turn
transmits data from this cluster to the base station.
This results in considerable energy savings since the
transmission distance to the cluster-head is very small
when compared to the distance to the base station.
However, clustering does impose a significant drain on
the battery of the cluster-head. Hence, protocols like
LEACH (Low-Energy Adaptive Clustering Hierarchy)
[11] rotate the cluster-head responsibility randomly between nodes so as to ensure fairness. Additionally, clustering allows the cluster-head to aggregate data before
transmission, effectively reducing the amount of data
being transmitted to the base station.
Our work in this paper focuses on making such clus-

tering algorithms fault-tolerant. Since most clustering
algorithms operate in rounds, where a cluster-head is
elected and then used for the duration of the round,
the failure of a cluster-head results in the nodes in
that cluster being disconnected from base station for
the remainder of the duration of this round. Failure
is of particular concern in the context of WSNs since
they are often deployed in harsh terrains resulting in a
high likelihood of node failure. Our work attempts to
devise models for the design of fault-tolerant clustering
by using general principles that can be applied to any
clustering protocol. We introduce two basic models MaxBattery Recovery and Random Recovery. We then
modify LEACH to test these models in Section 5 and
examine the performance of these recovery algorithms
for improved failure recovery. Our approach is specifically designed for dense networks since it leverages this
as part of the recovery process.
The remainder of this paper is organized as follows.
In Section 2 we briefly cover related work on the problem of clustering and fault-tolerance in Wireless Sensor
Networks. In Section 3 we discuss modifications made
to LEACH in order to allow nodes to detect the failure of a cluster-head. Section 4 introduces our recovery scheme for dense networks. Section 5 studies the
performance of our algorithms by comparing them to
standard LEACH. Finally, we conclude in Section 6.

2

Related Work

A key application of wireless sensor networks is the
collection of data for reporting in various scenarios. A
common theme in current research has been to view
these networks as large-scale distributed systems and
study various problems with the objective of examining
common design techniques that emerge. For example,
in our prior work [5, 6] we have presented a model for
designing distributed solutions to the coverage problems in these networks that can also be applied to a
host of other problems.
In Wireless Sensor Networks, there are two types of
data reporting scenarios: event-driven and on-demand
[3]. Event-driven reporting occurs when one or more
sensor nodes detect an event and report it to the sink.
In on-demand reporting, the sink initiates a query and
the nodes respond with data to this query.
Clustering has been seen as an important means of
conserving energy while routing data in WSNs. Several
clustering algorithms have been proposed in the literature including randomized clustering (of which LEACH
[11] is an example), lowest cluster-ID clustering [9] and
highest degree of connectivity [7] clustering. In practice, randomized clustering coupled with cluster-head

rotation has been shown to be an effective approach
to clustering [11]. See [1] for a survey on clustering
algorithms for Wireless Sensor Networks.
Fault Tolerance has been extensively studied in the
broader context of distributing computing [16], and
also in the context of Wireless Sensor Networks. [13]
examines the connection between classical fault tolerance techniques and sensor networks and provide two
case studies. [10] examines fault tolerance in clustering, but only looks at heterogeneous sensor networks
where clustering is performed by special high energy
gateway nodes that are much more powerful than regular sensor nodes. [14] examines fault tolerant clustering by formulating clustering as the k-fold dominating
set problem. They give a probabilistic algorithm for a
unit disk graph network. The authors go on to present
fast approximation algorithms for the special cases of
graphs with low arboricity in [15]. In [17], the authors
consider clustering in a sensor network to be deployed
in landslide detection applications. However, they define a fault as a sensor that gives incorrect values as
opposed to a failed sensor.
LEACH (Low-Energy Adaptive Clustering Hierarchy) [11] is a self-organizing, adaptive clustering protocol based on randomization. The randomization allows
LEACH to distribute the overhead of being a clusterhead evenly amongst the nodes in the sensor network.
Additionally, LEACH uses data fusion to compress the
data being sent to the base station, thereby reducing
the energy wasted in transmitting redundant data. In
LEACH, sensors elect themselves to be cluster-heads
with a certain probability. This phase in known as the
Advertisement Phase. These cluster-heads then broadcast their status to the other nodes. Nodes determine
which cluster they belong to by looking at the strength
of the signals received from the various cluster-heads.
Once all nodes are organized into clusters, each
cluster-head creates a Time Division Multiplexed
(TDMA) schedule for its cluster. This allows the sensor nodes in the cluster to turn off their transceiver
except at the time slot allocated to them, thereby saving considerable energy. A round is completed when
every node has gone through its transmission. At this
point, the cluster-head aggregates the data collected
from the cluster and transmits it to the base station.
LEACH has emerged as the primary clustering protocol in WSNs and has been shown to be effective and
energy-efficient. Hence, we chose to implement our extensions over LEACH.

3

Failure Detection

A key first step in devising a model for fault-tolerant
clustering is that of detecting cluster-head failure. In
this step, the nodes in a given cluster must be able to
detect the failure of their cluster-head so that they can
initiate the Failure Recovery phase outlined in Section
4.
Based on the existing setup of LEACH [11], a
cluster-head only transmits data to its subordinate
nodes during the advertisement phase (also known as
the selection phase). During a round, once selection
has been performed, the only nodes transmitting data
are the subordinate nodes. As explained in Section 2,
once the nodes organize themselves into clusters, each
cluster-head creates a schedule for the nodes in its cluster. Therefore, in the current state of the LEACH protocol, a node in the cluster has no idea as to whether
its cluster-head has failed, since it will never hear from
the cluster-head again. Thus, the failure of a cluster
head effectively disconnects the entire cluster for the
remainder of the round. Also, all transmissions made
by nodes post the cluster-heads failure are lost since
they never get sent to the base-station.

a random number F between 1 and s, where s is as
defined above. After every F set of transmissions (i.e.
at time F ∗ X ∗ N ), all nodes turn their radio receiver
back on and the cluster-head sends a small ping message indicating that it is up and running. If such a
transmission is not received, the nodes can assume that
the cluster-head has failed and employ the recovery algorithm.
Figure 1 illustrates the status update messages into
an existing schedule for the given F , X, N and D values.

4

Failure Recovery

In this section, we present the design for our approach to cluster head failure recovery. Our approach
is based on domination set theory. Briefly, a dominating set for a graph G = (V, E) is a subset D of V such
that every vertex not in D is connected to at least one
member of D by some edge. More simply, given a graph
G, a dominating set is a subset D of the vertices such
that every vertex v ∈ V is either in D or adjacent to
a node in D. A k dominating set is one in which each
node is adjacent to k nodes in the dominating set. A
cluster head can be looked at as the dominating node
for all the dominatees i.e., the sensors under it. Hence
clustering is nicely modeled in this manner.

Figure 1. Failure Detection messages added
to the TDM schedule
In order to implement detection of failure, we modify LEACH to add some periodic communication from
the cluster-head to the nodes in the cluster. Consider
the following situation - let a round begin at time t1 .
Let the next round begin at time t1 +D where, D is the
duration of a single round. Note that so far, this representation is exactly how a round works in LEACH.
Now, suppose that for the cluster in question, there are
N nodes that are a part of this cluster, each of which
transmits for X seconds in the schedule
for this cluster.
D
X
Then, for this cluster there are s = N
, sets of transmissions between the nodes and the cluster-head. We
implement detection by having the cluster-head pick

Figure 2. Figure illustrating cluster head recovery in a dense network
In order to recover from cluster head failure, the sim-

plest approach to take would be to have a failed cluster
head replaced by another node in the same cluster (i.e.,
to construct a 2-dominating set). In our work, we look
at being able to deal with the failure of at most one
cluster head per cluster. This essentially means that
every cluster head must have one back-up node in the
cluster. However, it is not straightforward to pick any
node in the cluster as the replacement since this may
leave some nodes in the cluster unreachable.
To allow any node in the cluster to serve as the back
up, we restrict our initial clustering to r/2 where r is
the maximum transmission range of any sensor node
(assuming uniform nodes). This restriction is only possible in dense networks and we exploit the density to
our advantage. Additionally, by reducing the range
we also reduce the energy consumption of the sensor
nodes. Most modern sensors have the ability to adjust their transmissions [5]. This allows us to select
any node in the cluster to serve as a backup node to
the cluster head in the eventuality of failure due to the
following lemma:
Lemma: Given a sensor si transmitting with a range
r/2, any sensor sj that is centered at a point within the
coverage range of sensor si , can transmit at a range r
and cover all sensors previously covered by si .
The proof is trivial so we omit it for brevity. Figure
2 illustrates this point.
The lemma shows that if the initial clustering is at
r/2, then the back up cluster transmitting at r can
cover all the nodes previously covered by the failed
cluster head. We experiment with two different approaches to selecting the back up node. In the first
method called MaxBattery Recovery, we pick the highest energy node in the cluster to serve as the back up
in the event of failure. This a purely greedy choice. We
also implement Random Recovery wherein, a random
node in the cluster is picked to serve as the backup cluster head. Both these approaches are studied through
simulations in the next section.

5

Simulations

In order to study the performance of the proposed
fault-tolerance model, we have conducted some preliminary simulations. We implement LEACH as described
in [11] and then modify this implementation to start
the initial clustering with half the maximum transmission range. We further implement both the MaxBattery and the Random Recovery models.
For our simulation setup, we randomly create dense
networks of sensors. In a 50x50m area, we place a varying number of sensor nodes with a maximum transmission range of 10 m. We also conducted simulations on

100x100m and 200x200m areas but these results are
omitted for brevity. The general trends observed here
applied to those simulations also.

Figure 3. Average number of rounds all sensors are dead on
For the purpose of this simulation, we considered
homogeneous nodes with identical batteries. The simulations also employ a linear power model where the
energy required to transmit over a given distance is a
linear function of the distance. In every round, 5% of
the nodes volunteer to be cluster-heads. Node failure
is injected randomly into the network upto a maximum of 5% of the cluster heads failing. The energy
costs are modeled along those of real sensors with idle
energy costs being comparable to receiving costs and
transmission costs being approximately double that of
reception [8].
Figure 3 presents the lifetime of the network. In this
figure we track the number of rounds by which all the
sensors have failed. As can been seen from the figure,
the lifetime of Random Recovery is approximately 1.90
times as long as that of basic LEACH while the lifetime
of MaxBattery Recovery is approximately 1.89 times as
long. Because our recovery methods use a transmission
distance of r/2 instead of r, they use significantly less
battery than the basic LEACH algorithm. However,
this is only feasible in dense networks.
Next, we present in Table 1 the average number of
cluster heads for LEACH, Random Recovery and MaxBattery Recovery across 30 randomly generated networks for each data point. As can be seen from the
table, as the number of sensors increases, the number of clusters for Random and MaxBattery Recovery
also increases. This is due to the fact that each cluster
head transmitting at half its maximum range can cover
fewer sensors. However, this number is not significantly

Algorithm
Basic LEACH
Random Recovery
MaxBattery Recovery

n=20
2.13
2.1
2.13

n=30
2.93
2.94
2.93

n=40
4.06
4.86
4.88

n=50
4.88
5.79
5.14

Table 1. Average number of cluster heads per
round in a 50x50m area

Algorithm
Basic LEACH
Random Recovery
MaxBattery Recovery

50x50
4.88
5.79
5.14

100x100
5.14
5.75
5.95

200x200
5.95
6.45
6.35

Table 2. Average number of cluster heads for
a network of 50 sensors

higher and still does not impact our improvements in
lifetime.
We also present a snapshot of this data for a network
of 50 sensors in varying area sizes in Table 2. As can
been seen, the general trend observed for a smaller area
is preserved.

6

Conclusions

In this paper we presented an approach to designing
fault tolerant clustering algorithms in dense sensor networks. Our approach shows significant improvement in
lifetime and failure recovery while increasing the number of clusters slightly.
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